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Abstract: The use of weak passwords is a significant vulnerability in computer information system security,

and this issue is also present in the digital applications of grain storage information systems. Simple hashing
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algorithms have obvious limitations when dealing with weak passwords. Based on the actual application of

grain storage software systems, this paper proposed a method to enhance weak password protection by using

a hashing algorithm as the foundation, combined with the introduction of salt values and high-order

reflections for strengthening, along with multiple rehashing operations. Validation and analysis showed that

this method increased the hashing strength of weak passwords, and effectively prevented dictionary attacks or

rainbow table attacks, which could achieve the effective protection for the transmission and storage of weak

passwords. Additionally, it had low complexity, and was easy to implement. It also had an average computational

latency of approximately 2.5 ms, which was imperceptible to users. This method is suitable for the construction

and management of digital grain storage information systems, providing robust security protection.

Key words: grain storage; storage; smart granary; weak passwords; hashing

WEZAER “EHZRE”, BI&TS, 12N
KM F [ LA T o e A Hb Ty A SR B R A
WEME TR EMOR | REReEdiy, U
Fe B3 TR 198 9¢ 3 Bl HoA 28 R S5 L)
el 0] T A AR St A A B, ZORR A Al
L) R R RS T LA . TN &
TRICH, PRIEH e s IR IR AR AT | R SEARAT
i RO AR AR O A A T AR
B 7 EOR TARFAT A SR L, O T AR
EHEOR TR AT EHLE A AR RS
BEARMPGEM A, HESh T 8475 TR AZ
i, AR TR MR T, FeERTAERECR
AU B it e (s B A e ARG T RSO
Wy B 43U W6 1 B A A T TR WS 3 1 22 4
PR TRARD, HPhERERSEZ ., HE
MR R BRSNS M TR
A, O NEZ— RO T g,
ALK STt A7 ) e S T B B AR RE AL A
BACEBOKFRIBRAE, fe ik T b s B 5 452
R G AR O AR T AFE A2

R R BB, IR E
fiff Aol 48 T AL [, e B Al AR 45 S
RIZ I 7 TG B R AR AIAS 2 o S 35 I i [ it
SEfi B AA M B Z | B ER GE A8 BV H K-
TR, R Bt Aol 3= B R s B AR R
SR TR RS . — REIAERSE ., %
PilifE RS LAl R, HHKRIMARL ., <
R AL, Bl RS, BAEEX AL . &/
TR RGE  MHFEHRG. S OA RS
MEEFMERG T . REMAMAE WL TR
O BEA TS Z A, HEARE R R 5

(B AV 2 56, X RIS B AL ik 1) 5 i
FEAE PN TR Z T, B0 R G R EE
I B E 2B % ERERE O,
R R G R RV ANZ R 2 R, BEA AT
KGR . IREER SRR, WA DHHR T
B SR Tl A, B 22 11 R 7 b 1 A
M), T N BE R OB 7 2R G5 B ) 445 B il it A
PR T B FSMN IR  7E B 3 DA IE R A
P, FEAEAERHATFEAEGKRR, K
I3 M BALR FH RS K F T MDS | SHA-1 %5 Bja]
5 SR AR B, ABAP A AE DA WA 3o N7
EE PN RS, B “1234567 . “1111117,
“admin” SEANE RN HEGWIZMEH, AHEE
il DU — s R e

(1) 59% BARTEAAE IR F) MD5 . SHA-1
SEWOE SRBUIN R, E R kT P AR L
St S P AR Y s OB i R G, — B
AP s R M EE 2855 B A0 X iy 2% SO LTk 2
IRIIE-3'

(2)f5F B R G i J5 v 18] R FH B SC A& 6 25 1
FEFA P B Sk AR vh AT REAE IO 2 v gl AR B aE £
B A

BT, IR & S A5 S AL HKF
ISR SR o, ASCEE IR AZMER T A R i
] B S5) 25 344 58 Ab B 22 Uk 22 F A 1) 55 2 i AR 4
Tk, DML R e i 5 B 248

1 @B
1.1 MD5S # I AXEEBERBERERE

AN SR EWE AR R A, B
5 BN RS8R MD5 Bk AR R4




IBHEETE:
KB ,Eﬁmmimmm

$£32%5 2024 F FS5HA

F1a8R . MD5 ( Message-digest algorithm 5) 74 B,
B AT 1992 4EUO Bk B O B AR
AERME BB, EiEHEAE] 128 bit
M K AT B e a0 YRR . X T
AR, MD5 7k 512 bit RT3k
gy, KIHAE R —A 0, AR 512 bit 1R HREE
AT . B, B> 512 bit Ao
Y 16 4~ 32 bit (97 (words ) ML, &idiE®
o, EAAFHE—AS 128 bit BHIPIE ., MD5 &k
HA G MR AE, RIJCEE i 4 SR asis
15345 ALWE . W, RTE A BE 5 2 A
TH A A B8 1 T BB PEAR DN

4 A B KB B ) B A, T
MDS5 i Hh 25 SR 1 K ME—PE , 7T DLE 3 95 243k ik
FiEt, EX M =HP), Kb P i A%
i, AR B, TR, B —
WHRELHEHM PN EMEMEM, U
M'=H(P), BHHIEM =M , W Li%m p
P, BAR ST R e 1 DL N RERHEA
FEFHERIE 10 AZKETTENLR T E 1.07x10%
AEUT (S YAl “1234567 . “1111117,
“admin” SN AR5 MG, WA P52 50
Ry U5 T BB, NIRRT . AR
T4 PO B AR B AL B B R v, AR Al

KNG FREF R R A R 1, (R AR
553 5 i ) A AT SR S A M sl O g [ B, 75T X 50
NEZN 4 TB 8RS #7005, AT &8
Toit T F N e 2R IE, “123456” #l & A
WA RS SRR SRR B R G
ARG . DASEA SR B a6 A REALfR B &
g, ZEWHEFEERSE 74, Hb 5 4%
SLEY P RS R T MDS I BE T . R
G 4 F BRI T S ARG e 40 K, 3t 148
Ao R “1234567 A1 1111117 /E BN %Y
A 4R, BA LARENBRINELSSH P
S . RGEELRETT 30 K RIEHUE 1) IK-S
H 644, HHPEEW 43.2%, BT —IFERE
BUERS RS A 31 A, P RN 20.9%,
TERRB R Z 2 .

“123456” Xf R A MD5 B8 E(E “elOadc-
3949ba59abbe56¢057f20£883¢” ( 16 Vil ) E LA
NN A THSE . ASCRE R, EAEEER
5181 “e10adc3949bas59abbe56e057f20f883e”
Kefia], 133 T 1420 000 NAHESE R, IF B E s
] “MDS5” Fl “123456" ML, FAKELTH
AR, WE 1 iR, R, 55%65
fi 11 MDS5 58 J5 i HAA W i 1) Jmy B, L it 22
IR FARARF] MDS5 B

@ e10adc3949ba59abbe56e0571 X +

< C

(1)
Baiab'ﬁri e10adc3949ba59abbe56e057f20f883e

Q R b Bk il

ZNEERE

— MBS

& baidu.com/s?ie=UTF-8&wd=e10adc3949ba59abbe56e057f20f883e

202051041 B RAILUG IR — MBS S BERSE I rET
HET SNEEERAITAE e 10adc3949bas9abbeb6e05 71208836
BLTF 123456 ERIXA FREY BINE—XRET, .

BERE

i, M F A ihE  EZ

2011128 25H

D M ¢

& o
s}
i
L]

A 20132108148

e10adc3949ba59abbe56e057f201883e BiERAD BAN S .

{E23 e10adc3949ba59abbe56e057120/883e 2EEtMDSNIZEITHI B HIESRBE 1234

10adc3949ba59abbe56e057f20f883e, IXATEE D ?

SIEEE: 123456 XAFRET, 12345689MD5E52e 10adc3949bas9abbes62057
md5EREEIRR

Fig.1

1 “el0adc3949ba59abbe56e057f201883e” H I K| B R
Result of Baidu search engine for “el10adc3949ba59abbe56e057f20f883¢”




325 2024 FE5H

.
WAL
ol

BHEE

1.2 B/SEESEZMATIE#EIEE

BT Web (110 H s 2 18 AR B fif R FH R 42
M FEIEA, dRZHERH T B/S (Browser/
Client ) | % £/ F i O R AR R 4544 o B/S IR &
W B =R, AR 28
2. BiEZE. WA PAh RS2
WA, M POog sk RGNy, P 44 R A ie it
HZHIEA TR A, B8 2T R, 5UEm
XK HTEARZ, BB Ao e 12 A% 8 4
J i 2 R R AT IR . H AT Web R H
JavaScript Xf 44571 ( JavaScript object notation,
JSON ) "VHgs e s 2 bofle th £ BN 592 11
il S B A b hn i, R R GER AT JSON Fifie

82600
g21e
8220
823@

3d 3@ 2e 359 8d Ba Bd @a

AT R R AL 3 A A fe . HLAY G FH P8RS TSON %X
PEanze 1 frow

F1 MAPEZRISON HIEERXF
Table 1 JSON data format table of user login

"username": "userl",
"password": "passwordl"
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Fig.2 Capture and analyze the results of user login JSON data
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Table 2 Conversion table of decimal to Base 62
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