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Abstract Dynamic routing is one of the solutions to urban traffic congestion problem. In dynamic routing plan, some
vehicles are willing to produce and forward road information, so that other vehicles will analyze received information to
avoid congested roads. Because of the lack of validation towards road information, malicious vehicles can tamper the road
information in order to mislead other vehicles to choose the wrong route. A new trust model to verify road information
was proposed. Validation towards the road information is based on data trust rather than entity trust. Dempster-Shafer
theory is applied to voting algorithm to increase robustness in cases with uncertain. Simulation shows that with no addi-
tional data exchange, the model effectively detects and avoids malicious data. When looking for the right route according

to route information from database, vehicles will not consider the malicious route information so that this model will
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help improve the vehicles’ travel time.

Keywords Dynamic routing,Data trust, Dempster-Shafer theory
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