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Techniques of Distributed Application Access Control Policy Refinement and Policy Conflict Analysis
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Abstract Policy refinement is an important method to resolve the complexity of distribute access control policy confi-
guration. This article analyzed the existing policy refinement techniques, including their system and policies hierarchical
description, their methods to derive the lower levels coordination control policies, their ability of policy conflict analysis
and dispel in policy refinement,and the associated attribute analysis methods about the completeness and consistency in
policy refinement, the consistency among coordination control policies for defense in depth, the composing and mutual
exclusion polices relationship of application. The analysis shows that the key problem that affects refinement ability is
lack of policies associated attribute analysis ability. The article further analyzed policies associated attribute analysis of
the existing policy conflict analysis techniques, usability of distributed application and calculation expansibility. Based on

these analysis we pointed out some research problems which can improve policy refinement ability to adapt the service

oriented distributed application.
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[ c4, expiration-date, $01/01/1999% ],
[ ¢5, deployable, $ deployable$ ],
[ ¢6, start, c7],
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Condition: [],
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Choices: [accept:cl8, ignore:cl18]]],
[ c18, end, []] D.
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P3: Allow up to 3 purchases per day.

PE: Guarantee payment to emergency services twice.

Pcc: A cash card;spend no more than $ 500 total.

PN:No alcohol can be purchased.

Pt: Prevent purchases of prescription drugs which conflict

with the anti-depressant Tofranil.
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t if subject= Doctor \ action=read )\ object= patient-re-
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Puc (role *= Physician)

t if role=Physician N operation= prescribe;

P (role :=Surgeon)

F if role= Surgeon N\ operation= prescribe N object=
coughMedicine;

148 Surgeon<ffj 8, Physician, ff LA Pa. (role *= Sur-
geon) =Py, (role *= Physician) = f>t= f,

3.1.2 HREMAHHREF

TR UL M L R IEHE, LB SN RN AR IR RS
SRRITE, B8 —HWER. g EmET URRA:
P(s,0,+a) NP(s,0,—a)—>P(s,0,—a) , BIERMEHIBHNE
SURTLAG3 R W2 AN T 1 PR SR, R 3R 0k & AR
PR 5 J PE PR S SR W, FL Rl R 4% 1K 2 44k BURR LA K2 i
7 RS R E R

(DA R HERR & R

XERRE PR FERET BB, —HBER
Pt AT Homn FAJ: A<Li, Ly, -, L, Horpr A BRFZM
MK, WK SCF Lo AR B “0R” . n i —A R
RO A H AN H B9 SO, AR IZIU A “ TE R s SR — A2
J 1) BT A RS 2 TE 1, MIFR R P R “IEM” . BN IERHE
PP A ME— 5 /)y Herbrand %] MpH™ 4E R, — K24
P XA SCF IR AR T B3 R, Wk R T BB AR R A4y
MroRms e . &8 R CFMEBRETFIHE, itRsR S
TEFERIR R AL O, FEA 43 A o BB A B AR
#,

a) o)z (SRR 2 ) A

—NBEET PRESEN GRS ERD , kAT LI
A BRI SE LR AR5 R

OFam A FTREA & T kMm%

QT ER R EHAET T4k

RS E GRS B BN B EET , £ LT A E
P ME— ) AR AR R Sy fe )

Sushil Jajodia %5 5 T B F 43 J2 8 45 B 6 (1) SR W 43
PR v, SRms ERFZ RS B AW BI S OC R LSS R
BT ING RIS, NHIR THB 45 AU, B T FA R
AR B N b S AR DAL I T B 25 1 R BRI B A AUR

b)fa e A

Fe e ALY B XTI R T i — R L, BN R B R
IIW BT 0T, B H S — N ERF M, 45 11K
Herbrand #AIERZE I[IM ) Herbrand B &Y, gy [TM A9 ME—
/N Herbrand B A5 3] T 1T #)— /N Herbrand %1, Ak
BFRARERAE FURTF AASRERE, FURTFA L
MEERAL

Bertino 4°%) 2 F & 5 #5740 330 4 A7 SR W o 58, TH 08 £
FARRURR . 5 3CHRLA9 AR, SR ms =M AN & 1A 43 1) LA A AU
GEMRR MRS R T ING MRS, LRI T B0 A 45 A

PR, B TR HE T i 45 R E B R MERARR, ARZ
AbTE FHe B BT A 1B R TSR 1 BR il , 38 7T LA F
(P RS S EREFER R THE , N E R A PRI S - 2
2R Ann ] LIFFBCW 52 O, B4 R Bob A IFFEXT £ O,
TR SR R T LUAE B R — BORMS SRS

o) B AR AL

BB AR A0S ) B 0 A 1 1) T B80T 9 BR il . Bertino
ST w2 B AT DA R AR A SRy A PR 0 AR B
REFEATENE AT 58, AUBERTA—EfFER
SEREAY (H AT E — B BT B EME— R AL K,
REFEAMMFITERERCHANENELBONE, BXTA
B A0 S R SF AL 3%, X U5 [ AR TR vl & —F

()7 JR PR < SR

XACML, Ponder™*") 45 s 1 R 18 7, &R A F 4%
JBR LA R TR BT

D AR

Yy B AR T %31 (Constraint Logic Programming, faj Fi
CLP) ,#% Herbrand 3{_F M AF K@Y T AKX LA RK)E
B SR AR 38 25 T =48 Ve 1 T BT B, U A e T
5B E IR

Steve Barker F1 Peter J. Stuckey™™! 3% F 24 3 18 %8 43 ¥t
RBAC RIS , DLB [RIVE R i 800 2 SR e, B R A0 R T+
. =.+.—. % .=, ki, M 2001/03/01 F] 2002/04/01,
7, ZETAE H (except Thursday) B A write o HIALFR . F7n N«

pra(write, 01, 72, T) < 20010301 << T, T<< 20020401,
month(T,M) ,M 6=12, weekday(T,W) ,1<W,W<5,W+#4

b ETRAEE

Arosha K Bandara Z5%7 % 31 ) & T 2 {4 i & (Event
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A48 Action(ParmList) , KBS FR/RUIF ;

Happens(doAction(Subj , operation( Targ, Action (Parm-
List))), Tn) <holdsAt (permit (Subj, operation (Targ, Ac-
tion (ParmList))) , Tm) A (Tm<Tn)
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