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Multiway Tree-based Group Key Management Scheme for Multi-privileged Group Communications
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Abstract In multi-privileged group communications, since users can access multiple data resources according to their
different privileges, security issues become more difficult to solve than that in traditional group communications. There-
fore, this paper proposed a novel centralized group key management scheme for multi-privileged environments. The pro-
posed scheme employs multiway tree to construct a key graph and assigns a unique ID for every node in the key graph,
so that the relationship between keys can be deduced by an ID which will contribute to locating the affected keys effi-
ciently. As a result, the related users can update the affected keys through previous keys or with a rekeying material by
using a one-way function when membership changes dynamically. Theoretical analysis and experimental simulation re-
sults show that the proposed scheme can reduce the storage and rekeying overhead efficiently, and it outperforms some
previous schemes. Meanwhile, the forward and backward security is also guaranteed.

Keywords Multi-privileged group communications, Key management, Multiway tree, One-way function, Rekeying mate-

rial

1 35

K% Internet B = B 2 J& » 2 # B AR TR BL AR IR 77
FETTHMARE T Z A . SIS, %2R H 4
R, ZAHBIORZAHNA TR HR S, TH
PP AR A Z BT 5 B VR | &2, UK
P ER A RS A BEIRBUR 22 A 715 8 (BT 1 % 2
Lt

HAT, BRABAE AR TR R BREH B L 20 A T

Bz—.
TEALGE CR—RUBRO FELLE AR T » B T R —Fh B BT R
HBTA P A AR B AR , B 5 BAE N g 5. ZH )
Bl BRI Rl — 4> 2752 9 (Session Key, ik SKO™ #47
I B TA Gk P TR . SRR P I BT R4 R
BUEHTZ SK, MRIEZ 21

) HE:2013-09-17  1&1E HHEH:2013-11-21
(20110162110043) % Bl

SR, FEZ AR F AL AR v, FAAE R 2 B U, B
AT AR A R RIS [R] ) BE 0 . 38, BE 7 1) [R] — o
EGEIR Y F P B AR B4 4 (Data Group, & #% DG) , T £
A AR TRIASBR BB 5 [ A [ B0 95 U 4R 1 L P SR A iR 55 4
(Service Group, &# SG) . ALMELHIE, HFHEHREF
AR SK A7 %% B P ATAR 3 B C A FR RS AR BL
1) SK, M RRZAZRME, 5 P 3L SK R H AL
FEFEERERIXE SK, Fitk, ZAUREH %5 E 3 BAN
EREME R IE A P IRBUR £ B BHE IR , R RE G A A0
TEHARLESZ F P /1R /R B BB W 25 5

R T R ZARBE L E S T i R AR, A SR T —
TP T 2 U 1) 22 AL R A 20 2% 9 8 3 07 R (Multiway Tree-
based Group Key Management Scheme for Multi-privileged
Group Communications, f&j#k MTGKM) , Bl 3% F 22 X #f #4 2
BRI E P QA D, UERE S E T EEH N E

AR ER H AP E AT H (61272151,61073037) , B ¢ K+ 24 BL S SRR 4

#® BA988—), B WA, FEMRF I hLLHARKERE B ITE L LM, E-mail: xuyangcsu@gmail. com; [ #(1980—), &, + 4,
FEHRF NGB LS FLAUEE; N A986—) , B, M4, FEM R 7 M N SN RHAREELL2ME; TEEEA970—), B, # &%+
SN, FERRFRANE R LS oI E EWITE L, E-mail: csjiwang@csu. edu. enGEIEIEE) .

0410



B s TR A B B XoF IH B A B SS  EAAE R R A 0 IH
WHMATHHE, ISE A P AR /Rl B b
Bt T80 28 S -5 ST A T 48

2 HXIE

EXHMEG (RO B A&, BN 2ECRE TS
MASMBABAE R, Kb, G348 T4 Mm%
BB 54 (Logical Key Hierarchy, faj#k LKH) , B F#
RIZER LI S R, B 2 40 4 & 0 (Key Distribution Cen-
ter, fAiFR KDOHEHSIEFE AN O [EZE O(ogn).
TEMCERRD b, SCHRL4 48 ) T —Fi 3 = SO IS 25 4H 4 B
AL, (P AT ZE REALECT S B T, 38 2 SR ] eROHKS 1H 2% S 3R 3
FHER. BHRERFR YN EARSHRER,BAGEH
TR A UM S B . R AR A 1 s B, S
BRIS R TET m X5 DH thill I H S5 47 P B Ui, BR
AL e U5 AT 1) 785 BE SR DA 5 4 W R B . B
% DH hilCEH B HBMAN K.

E— BRI BN b, AU B T 243U IR
I L » T ELFR P AT ASRAS ASAH R A BB 36 UR TR B T A
FEIRHIERR . B THESMEIEREER P T ERSHZ
[ 7% , R AR S R B A B B RO R BB D 2
RS ok .

BT, T 14X AR B E G A BB Oy £t
AR H W, RSk 6 iR M EHABHER IR
(Multi-Group Key Management Scheme, f&j# MGKMS) | Fj
FA SG ZIRIBHERIRHITTR KR K451 SG X NI 25 SR
RS — R4 %4 B (Integrated Key Graph, & #& IKG) k&
PEATERE, NTTEER T R4 DG 2 8 P BB & i T4 .
EERFREA, B FEHATRBES AN AP LEZmMME T
KDC F# 4 #i i H. 76 MGKMS 25l b, #4776 3CHk
L7, 8]rp 42 Hh T 5T B0 1) R B0 4H 25 4 B B W3 (One-way
Function-based Group Key Management Protocol, faj #& OF-
GKMP) , Z SR HE SCHR (9] 7 ke 1 B A I, @ ok 2%
A RUAMIE 1D SRR & T SR A, R A, ) A B )
PREUEAS P BB AS AT HES HE 2 AR A T, AT IR
DEPFEHFFE . HlF MGKMS fl OFGKMP ¥j&F —
SR GER , 2 P RBOR YRR, B AR REE R Y
JE R 1 i TR R L BE T 45 FE P A KDC 38 BUE K 2% 4
EHIFE . R T — 2D B SE R L AR v i T B, SOk
(MIRETHHTFERNRHANA S TLER TR
(Non-Split Balancing Higher Order Tree, fajfik NSBHOT) , Rfi
K H 2-3 BEEEHRFAAE R 5 » AT IR i 719 5020 BB 18 A
MBS TR . MR R A A /AR i #EXT KDC firig
B 7, SCERL12 J7E P Bias i 26 b, 32 8 7 —Fpi T 5o/
(N, T SRR A B SR R, A /iR H 9 P 80A 3]
NESES F—REHEF B EAR] T EE, RERF R
HHEH ., R Z B AR AR R 2, AT
38 N ZS AR A2 B BRI A /R H I O, SCERL13 1 4R
H# MM-MSKMS 7428 LT — 4~ H A [6 25 S W% B 449 A 1)
AR, NIRRT H 82 IKG 9 E 24, ZB T SG 13)

3 BATHEFR

A=W B BB A ), 43R T A T7 R
. 42 .

I 2 A K B 85 5 ID M4y e =K, MR T 4 A P A/
B HEREAEARR SG ZREBRNEHER L. AFEN
HH R R P 2 U s, AT LR R 2 R S A g 5E 2
F 3458 T O R R ; R B AT AN R P R T R
R R WA T . EBAERTRPIIAE
AEFEM MG R B BURFL A, RS 25 N2 4
BFEMBAREE TR IMEGFER, R LR AHPHE
b5 LAY/ 25 B SRR B ) A 4

3.1 Rk

A RAEDXOHATRHEH TR, RAREGEHRE
Y4 BT A BT R RTS8 — 11 KDC L3 B 50 0 A . 43
E5EH, BHERE DG FEMS S SG FHEFERAH K, H
H,DG FEIER R Z US54, A48 45 SG I SK Z [8] 1)
TCRK R, R SK 5 8 LKL BB SG FRIARYT
MORED R BN RMES. T SG FRIMASRAZ XML
¥, 2FTA I SG FRES .

A Y SK 5 gL T b BE B IR i SK, KRR
W1 2 R Al B Y R X T2 S N % % 8 (Key Encryp-
ted Key, #i#x KEK) , i #3550 F P19 8l FABOH P
MAAES. (R 1A, AP HAE NS BP0
FOBIXTR SK 5 1 42 b 1 BT %40 » B 451~ SK Al KEK
WHEANAP R, BT YBFANMAF R EEZ
A, AUEFTHZ A P AR B, DMRIE L 2 AEE .

<5,-1> @
DG¥

HE # 5-

<5,0> SG
T

<3,4><3,5><3,6>

1 BETEXWEHNERE =3

T PR E AL B B T R AT R SG TR i
195 3 R S —4 ID,

% SG TR R EGHATHS B SG,,SGs »+++,SG; (i
FHO . LT SG FRIEF B A IDICH G, m) , H
i FONEN RALT SG: T, T m RRZAT KK SG: FHEY)
W R AD K, OOFFR, B EM T, B LT AHFIES m
MEE (m=0 H A BREO .

DG FEF A EH T SAH IDIER<p, ) BEETHA
kipyvay> s Ry sayy PN F 55 50 T ID 2 K Clem (pr 5 p ) » max
(Pprap2)) o BHAVEME—TF TR kipy o T ID K (pr,— 1),

IR BRI =, P AT R P s IDCE, m) , F
ki Ln—v/ay (d B R BE) 2 ki BT B — KR I
FZF P TR LAY AR ID, TR 2 7 BT Ak
1) SG FH i 2B AG RN FIE  rEmERRE T &
HZA P DG TRE AWM EAT L AmEELAC
EHHILT B, SRR P 3h 2828 f0 i B8 B B ) 2
H, MRIERF 4B F R Z 4,

3.2 BPEHEE
3.2.1 ApimAdt

P u b SG; B, NFIAY S BIH AT K8 SK 35

FZ B EEAR (RO I B2 LB RE R



5, KDC Hrg — A 7 35 G s AR SG; T3
W R P8, KDC e ARTHINT SG; THRER A
W ANSRASTE , WPREHTT9 m AE 0 T4 AR SG; T i
SR AL s SRR, ) KDC T8 SG; F# vh i i )2 B e
Ui B P9 R AR AL B A R — B 89 KEK 95 . i
KEK 7 s 47K T % 15 s ok 9 1D, HAER T B i P 4 5
FFHEA R w T KBRS AR5, KDC 3 s 0 ic ID
Gomy) s FF]HEH AT 2L IDGom )y AT B A IDG,
my o FALF P ARYE IDGm ) A O HFEEHNES,
FE o B ] R X S B K = (R AR P R B
KDC [ #% 17 A S DGy me v, BEERAT A 2 B9 2 35 5
RAETH, TREZT AK DB Gom — 1D, HFHEH
AL S G KEK 45 50 SERL B4 £ omy> = f ko
@ k(i.ml—h ). B KDCHEF P w A MR BRI EHCE
WEE L Z2AFE YR u.

3.2.2 MpBdhgs

P wiBH SG, B GR H P BT A H) SK
T Z AN A (R ORAR H B b B BRI R E SR .

B 55, KDC " # u FIP 9 s IDC, ), Hoh P ARG
D, n) HEFEEHHEH, BDEH kuravm
k@ a-n/d-v/d) s+ ska,or s A DG FEFR S ID 55—
AT BREBR BT . SRR, KDC A B EH # 4 R, F
SHVMEREE SGueesnay (S H SG HEHES) FRIR
TR SG TN w BTEBsA2 B35 A B S5 AL B
RLEY AR R 2E47 I HF 41 9% B % 30, HoAb A P AR HER
WA D, n) 0 BEAT AT, GRS o R T SG.» BIHA
ID §y55—Th { KBS, WA 7 B C AR EE R EAE
L HR YR ID S — T £, T 5 U e R/ IME B
A ERAEAEREM RNEAPART SG, WA A
O TR TR SR R E I ER RN Ry, 5
TEHHINESA b SEHAEH R R 7 780258, HH
B R BGTHR HERR MBI £ =k DR,

3.2.3 Api#BIs

SG, P u $H % SG; WM AP w SeiR i SG, B
A SG; . HEAEBEARSER T ERMA /R B IR E
I, KDC K w BRI 5 SGo B 2 SG; TR YT %18
AR ID s AT R DG mid sy WA T R E A
AT, RN HiZ A8 D, TEEZRE, h T8 5§
BRMMABRTRESAES, ALESHBOOEH, Wik
SG, #1SG; 1£ DG T/ = H S (B 0 ID ;R —
TR BERR X} 5971 P X LA B PR P B0 S8 X AH B
B BRI AR T AN ZE S0

WAL, Frik e A P TERE A SG; RIS E R R
1, AT ARSE SR B 2L 1R i R 45 20 SG, /5 S8 , b AR
SRR SERE B HAT AR, F P i R R A
2,

Bign, AP ws N SG; BB ZE SG, , AT P ws SeiR H
SG; FIMA SG: . KDC J"#5(3,12)s.,(2,14) 5 F(2,4)m.

KDC W SG; LR T 8 ke » SR J5 £ BV F1 5
M RIFMEHRS AT EEFEAGA .

KDC— w6 : E{k<3,1o> s R} 3 U7 : E{k<3,11> » R} s uo—12: E
{k<3,1> »R} 3UIB—15 :E{k<3,2> R} s U19—27 :E{k<5,o> R},

Input: <I, n>g;, <j, m1>g;, optional<j, m2>,y;
Output: the updated keys;
/*<I, n> is the ID of leaving node, <j, m> is the ID of newly
joining node, <j,m,> is the ID of the split node if exists*/
//Deal with the split node;
if (the user holds &, ,2>) {
// <x , y> is the ID of a node.
ID.<x, y>=<j, m-1>;
Ky, m2>=flk<xy> © kg,0-); } }
//Obtain the rekeying material R
if (the user holds k<, o~ where x!=/)
//the user doesn't belong to SG;
//Dec(k,*) denotes the decryption of ciphertext * by the key &
Dec(k< 0> E(k< 0>, R));
else{//the user belongs to SG,
q=n;
while (¢>0&& ID.x==I){
=|(g-1)/d];
if (the user holds A<, 4>){
h=min(/D.y) where ID.y>=t&& ID.y'=gq;
Dec( k<, >, E (k< s>, R);break; }
=41}
//for keys in SG-subtree
while (m>0 || n>0) {
n=|(n-1y/d|;
if (the user holds k< ,>)
k<pn>=f(ka,n> ® R);
my=|(m;-1)/d];
if(the user holds k; ,1>)
K. m>=flks m>); }
//for keys in DG subgraph
if(ID.x is a composite number){
if(ID.x mod / ==0) && (ID.x mod j '=0)
k<, y> Sk, y> @ R);
if(ZD.x mod / !=0) && (ID.x mod j ==0)
K y> ke, y>); }
B2 FPmEsRenEs e

TP wsTE SGs P HATERHA SG, JG A MEH
k3,3 sks,00 s kas,s il kas, 1, - ZRE M A P BESIEHE
FEM RAEFEEFINEASEHAET RN R TR,
T FH B ) e BT — OO IS BT A .

K33 = f(ki,3 @ R) sk 0 = f(R(3,00D R,

k/<1s,5> = f(kas,s ®R ’k’<15,—1> = f(kas,—» ® R,

1ESEBGR R VR 5, KDC ¥ wis I P 95 236 A SG, , B
SG, THZWH,JE w PR T, IDEER2,13), H
Eﬁjﬁ){j‘ k<2,4>1ﬁﬁ§35§—'%{'%¢%%)§\ k/<2,4> ,ulsfl: SG ':F'EI/‘J
ID #H<2,14),

MFHF ws TE SGs &AM SG, HFi k15 1% 4
ke, ske,o F R o0 5 3252 W0 B FH P2 ) P BEL 1) o 800 TH 55 4
bz, T B0 BEAT— UK, AR B4 .

k’<2,1> :f(k<2,1> ) 9k’<2,o> :f(k<z,o> Do

T Rz, R H T IR . FP* 35 60T B8 T A2 B H) 37 28 9 9
R HEHEAEIT

e 43



k,<2,4> :f(k<2,13> @ k<2,o> Do
)5  KDC ¥ wis R BB N Z2FHRRAE .

4 RS

4.1 REUST

FEARTT R, FRATTINAG 1) %2 22t 5 05 1) 22 MR AN i X
BRI R Z VAT T 43 HT .
4.1.1 BEwmiisk

24357 P i A B0 A B4~ SG R, Hofim A 45 E
AT IHRE A b Kl st B 1) R f ERORBIE S R =1 (B
BB b R Rl RFMA R . T8k o
Bt 22 70 3 st 18] P2 AS AT 338 4 R 0 3 P P G 1k 38 5l 3 2 4
E R PKE B IR b, i CSEIE T 5 1M et
4.1.2 #éEReH

25 F P B GE H U D 54 SG R, HGR H 4
WA RS ke E L B R B S BB R M R #EATHE
BLBEIHEY L=k ®R) ., BIREIFHH P AR #H) oK
B fHERSIHES R AHT KDCHERMERFHAP A
BAMES, AL SG MR S A R B I P R 1
SG F% PYIR Hh Bg AR b A S B L ) 25 5 5 Rt 43 S ke
FHEHEM R 47N, 3 & % s 2] 1 242 3¢, B
B TGEEES T R, ATtk Tork 18 H 3 1 %4
k' B ARAIE T R T 4t

AP EAR SG ZRIFB T #, AT EELLERE IR
SG FIMART SG Wit . Xt FH ¥ AR SG, KDC S ff
ZE MBS MBEHAEREM RIERE S BEHEHL
AN, B, BAREH 0 P 3 KL 8 SG WIHE
B kI BRI R S MBS, Bl TFRAERKA SGHIH
FH, BRI EHENEM R, Wk T8 B 2 1
SG W . WA, PR B /A R i % et oA 1L,
BT AT AT R R 1) & AP A ) & 2

25 PR, A SCRR I 1 BAR RMARIE T SRR 48
(ERUE-E R
4.2 MEESTSIEE

it GEE UM R R RS HE TR F S
REFE AR AT A B3R 3 N5 i, X BT 8 O AT AT, OE S
MGKMS 5 OFGKMP J7 &i#17 T LK.
4.2.1 B4

£ MGKMS,OFGKMP )}z MTGKM %, %41 B i
DG FHE5 SG FABIAN 65348, A8 F 447, A TH# DG
FREF B HEBEILN NI° . BT LR B L DG FERH
wHE, B N° 5HPEEIX, 5% SG N SK Z (a1
JUAA R B =F ) Ni©° MR, WxtF SG FM#Ess, hF
OMGM X FH T 2 XU 454, A L i — &, A s M 1+
[ logen: TFREN 14T logan: 1(n: 2 SG: BIF P ¥, Bk
A1 SG; TR BECHR n 4+ (e —1)/(d—D'1, T KDC
TR T BECH NE +§S(n.- +H =1/ d—1DD(S
H4 SG wWEWMER . HTFENAPTRERENAP R
FXHR SK 5 B & ES, FHik, AR BH T, SG 11
FAPEBRE 1+ logan: 14~ SG: FHER 5B E I NXFE A
DG FEFBRT R, BT LA P R EF M E A B NF
+1+[ logan; 1.

B FEAFEITHESF TEARE SEAKEZH, B,
=FEFHEFFEIER 1 FH, K, L RRBEAEHAKE.

o 44

R FRITHERTERE L

MGKMS OFGMKP MTGKM
N+ X @2n—1)) (NS+ X @2n;—1)) NS+ X (n;+[(n;—
DC iES i€S €S
XLy X Ly D/d—DD) XLy

(NEC+T logyny T+ (NDCH+T logymy T4+ (NDG—+ 1+ logyn; 1)
1) XLy 1) X Ly X Lk

IR 1 AT, MTGKM 75 288 RObREAIR T A4S .
4.2.2 @BAZF4E

HAE T8 EE i HAEHR KDC A NIEERRE.

B AP IART, 3 Fhor 2 v i HoAth FH P ¥ RB G E o B
[ RRE AT T A B B BN 0, 1A, 3 Fy
R TEH KDC KA B4R b 25 58 1 35 47 25 5 9% 44
FOMAR P AR BB AN K/ Le 1% 3C, B
MGKMS 1 OFGKMP B4EFF 4 L X (NF +[ logen: D,
Hop ,NFRERP v £ DG TR WA W ZEHE, ™
MTGKM i FR A T 2 X W&, HEFEFH T ERN Le
((NF + logn: Do HH AP BEFFE, 3 #5R I EFIFH
¥k 0, HIBIFHA TR . MGKMS F4 3% 2([ logn; |
NGNS B4, T OFGKMP & ik3# 43 F P B
T EAN TR KRR T2, RN R,
KDC i FiHAth SG FA AR S LA & SG FH B FT P B
TEBEAR T R SR RN R B B 43 T 48 B T B E ¢
R #4715 - 20 51X L6 25 3C, Rt , HAHHEFF 458 Lir X (N
—14+d—D X[ login; 1), HH, N SG BEEL Lir £
NN R BB SCR/AN. T RMKEF/NTFESH L W
KE, Bl Le<<Lp.. MAPEBEHSETEEMAGRSE
HARHEE % F MGKMS 5 OFGKMP T 5 ,  F7E DG F
B FAEE NEMHEZER AL RBFFSENES, H
BPRTFAE N L X (N 4T logon; 1— N , T He4H 4% T 44
534 2L X (NF +[ logm 1—NE) 5 Lp X (NF +
[logsn: 1—(NE”) . 7E MTGKM J5 %+, #8372 () 8 15 FF
5 NIk, M5 SG B EE Ne MR P IFR Frib 1
SG F 14 1) s BEAR O, Rt BB  AHIEFF 8 3 1 L X
(NEF 4T login; D5 Lir X (Ngs —14+(d—1) X[ logsn; D,
4.2.3 HHF4H

# 2 KDCIHHE IR AE L

AF

MGKMS OFGMKP MTGKM
A (NRG+T logym; X (NRS+T logyny T+ (NRS+T loggn; T+
Ci+2Ce D XC+Cr D XC+Cr
(NECHT loggn D X
w (NS4 Togyn DX (NRS+ logon DX (Ct + Cx) + Ce X
(C:+2Cr) Ci+Cx+Cg) (Nsg—14+(d—1D X
[ loggn;
Ce+ Cr X (NRS —
2C+ G X (NJF — G+ G X (NJ® —  NPO+ logyn, 14D
55 NRS+T logyn; 1+ NS+ logymy 1+1) +(Cr+Cx) X (NS

(Ce+2Ce) X (NJE +(Cr+Ce) XN —NPS 4T logyn; 1

—NRE+T logym D —NPE+Tlogym 1 +Cg X (Nsg+ (d—

1 X[ loggn D

BT R T AR KBS 8 A5 FE AL, 42 450
C,»Ce,Cx,Cr BRBEHEBITEFE . NEEITEFSE .
SIEETF LA R B iR BO T B R E , b Cr R RCR, Cr
WZ, M Cx Bhe WAL, NIF 5 NP R MAEEFIR & 3%
# DG FRHSFEEFNEH.n Hn SRR RSG, 5
SG, AP EE., £ 2 T MGKMS,OPGKMP L) K MT-




GKM 3 #7E KDC 3 B FF 4.

& 2 A4, 5 MGKMS #l OFGKMP # k, MTGKM
FRAEF P IMARE, BAE T KDC S8 4AE B 0 74y, B
% Ny —1+(d—1) XT logn; <N +T logon, T8¢, KDC 3
7 PR B AT ok B B R BRI BT .

5 MKW

AN, W T AT AP BE AR A A
HBSRNER T , MGKMS, OFGKMP 1 MTGKM 3 #iJ7
R KDC Ui B HEH 8. B TFEAENTHE EEBRT
TEBEHNEARE, Bk, A # SRS A F S R
TREFFNERLE, RWBAR RO, A5 BT
FHE T DG TERFAHE, B 3 F5% DG W XM H,
B, 22 W6 330 43 25 BA 1T 0 TR 5 30 AN S e Oy 2 1) ) 1 R L
.

5.1 #Eilisps

IS E L TR MR

A BRI 3 AEERBEE, P A /R B /5 B R
¥4 0. 01, FI P #E M\ 100 34mE] 3000, BRI &N 100,

B #4 A 3 AN BHE R IR. 15000 4 F P, PR EARFE
SG [EFE R BB M 0. 05 3 HNE 0. 6, BRI E K 0. 05,

BATEEGA L0 58 £k B Bz, B 498 BT 45 19 5048 %% R b
MM LA SG, K 90 %0 B Fi P BEDLINA BUAR R SG i,
DMEHAT R P 03R /5 B8 . B MERISE 4T 100 4
LeAeR 1a) , B P DA RER BT I /R /e B A
5.2 BWHMERSHH

Bl 3 BAERIEHE] A M, 3 Mg KDC 4 E B
TR ELE S . HE 3 AT, OFGKMP B 41 e -
F MGKMS, i MTGKM £ F OFGKMP, H SG F#H 4
XA I 3 T . XEH T YA BE—E,SG
T BERR R, 7 BE ARG, A P AR sh R T BB T B 8K
s,

4500 N eRMS == OFGKMP |
K ;&? —4—MTGKM(d=3) == MTGKM(d=4) A
D A IS L
G AN N Y]
48 2000 » M *
1500 [y M_M.)"\‘/w T
?Emoo
500
ki ik
$§§’\@§§\ §Q§§§'§$f{§‘§
iVl

B3 AFEAFEEREILT KDC %53 i IT 8

180000

K 160000 H=#=MGKMS 8= OFGKMP |l ——*
D 140000 [1—4=MTGKM(d=3) —¥= MTGKM(d=4)[ A
C 120000 =
& 100000 —
#0000 #*
60000 P i il
% 40000
20000
# 0

005 01 015 02 025 03 035 04 045 05 055 06

AP EHE

B4 RFEAPHEBHRKELT KDC %585 1T

B 4 RAEREMES] B BFEOLT » 3 FhJr 58 KDC A E 3
TFEEERT I, BT 3 O P, B R B B AR 3 T 0 A
IR JEIA BRI P B AR 2 B 2 i KDC T
o mE 4, =F MR AAEE N ESE 3 MU B

M F— KB B B — VGRS A SRR B, B 2454 55
SRR KR, KDC 25 4H 8 357 i 7R84 L R 3 39445 38 B, MT-
GKM J5 3 A%

GLRIE FHEHEREABLZENELBARZ—. &
SCEFXT AU PR B (S 3R T — R T 2 BSR4
A B R B B A BRSO R. R RE
TEREAR SG T4 1 T8 B S vl > 75 2 2k 47 (1 25 B B0, T L
PR R B F KDC B E B E A A1 E B %4, A
[ KDC B3 %40 T 45 . Bs o 5B R BR, &
MGKMS §: OFGKMP Ti 5 , A RAESRUE % &t W R i,
RS T H A TG . SR, MTGKM R X R4
FEER IR IMASGR BT, F— % iR Hsh S g
DG BEHFERMAR .

2 % X W

[1] Rafaeli S, Hutchison D. A Survey of Key Management for Se-
cure Group Communication [ J]. ACM Computing Surveys,
2003,35(3):309-329

[2] Trappe W,Song J,Poovendran R,et al. Key distribution for se-
cure multimedia multicasts via data embedding[ C] // Proceedings
of the Acoustics, Speech,and Signal Processing. Salt Lake City:
IEEE Signal Processing Society,2001:1449-1452

[3] Wong C K,Gouda M, Lam S, Secure Group Communications U-
sing Key Graphs[J]. IEEE/ACM Transactions on Networking,
2000,8(1):16-30

(4] WERE.FEKE RRS —MERNHSHBFHERTR
(7], HEHLR TS , 2010,27(3) : 1061-1063

[5] SK&EZE, MW, XM, % & F m XK 5 DH Bl 4 4
RPN, SHENL TR, 2010,36(1):161-163

[6] SunY,Liu K J R. Scalable hierarchical access control in secure
group communications[ ] . Proceedings of IEEE INFOCOM’ 04,
2004,2(7-11) :1296-1306

(7] BREEYWE, EEZE. &7 500 R 00 SAURBFH BRI ]
HEHLIR,2008,34(8): 156-158

[8] Wang G,Ouyang J,Chen H,et al. Efficient group key manage-
ment for multi-privileged groups[J]. Computer Communica-
tions, Elsevier, 2007 ,30(11/12) : 2497-2509

[9] Eskicioglu A M, Dexter S, Delp E ]J. Protection of Multicast
Scalable Video by Secret Sharing: Simulation Results[ C] // Pro-
ceedings of the SPIE International Conference on Security and
Watermarking of Multimedia Contents. Santa Clara, USA: the
International Society for Optical Engineering,2003,7:505-515

[10] LinJ C,Lai P F,Lee H C. Efficient group key management pro-
tocol with one-way key derivation[ C] // Proceedings of IEEE
conference on Local Computer Networks 30th Anniversary.
2005:336-343

[11] Muthulakshmi A, Anitha R, Sumathi M. Non-split balancing
higher order tree for multi-privileged groups[J]. WSEAS Trans-
actions on Communications,2011,10(10) :308-321

[12] Muthulakshmi A, Anitha R. Balanced key tree management for
multi-privileged groups using (N, T) policy [ J]. Security and
Communication Networks,2012,5(5) :545-555

[13] Cruz J R P, Hernandez S E P, Gomez G R, et al. Multi-session
key management scheme for multimedia group communications
[J7. Journal of Internet Technology,2012,1(1):67-78

.45.



