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Abstract Intrusion detection systems use a lot of features sets to identify intrusions,so they need to deal with the huge
network traffic. However, most of the existing systems lack real-time anomaly detection capability. This paper presented
multilevel real-time payload-based intrusion detection system. It first uses n-gram to analyse network packet payload and
build feature model for data preparation,and then uses 3-Level Iterative Feature Selection Engine for feature subset se-
lection. Principal component analysis in 3LIFSEng is used for data preprocessing,and combining the cumulative energy,
parallel analysis and gravel test, the principal component selection is made. Mahalanobis distance map is used to discover
the hidden dependencies between packets and between features. Mahalanobis distance criteria is used to distinguish nor-
mal or attack data packets. DARPA 99 and GATECH datasets verify the system’s validity. Web application traffic veri-
fies its mode. F-value assesses its detection performance. Experimental results show that compared with the present
mainstream two intrusion detection system, the system improves the detection accuracy and reduces the false positive
rate and the computational complexity. Additionally,it has 1. 3 time higher throughput in comparison with real scenario
of medium sized enterprise network.
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