BALE HAW

Vol. 41 No. 4
Apr 2014

R

Computer Science

2014 4F 4 H

(THELAFHIAME S HAERE R 454000

ETH#HIENHFEEZHNERN RS

T & OBREVF XS

(EHAEHHHAEEHAEE K& 130012)?

B E MEZBEMEARORHEBRARMEARAEND AR, REFALLEAONESEHEEL R T AEZLD
G EZN, A E N A8, RET MRS GG TN E k., ZHEERAGAE N AR
A LSRN E Sk, B 5 R AR AR FRAR NS ERIELLEGHER AT E B R ALK
BRI EEHE., RELSGETBHERIEW, EANBAMNER FIINKZFEES KB ERERANIZER R 469
RER ADRZEZRGEMNRE, RS MESEITFRGEFHK.

XER AAEF NI ANZER R G, B, ARAK,REE

FEZESES TP311 XEIRIREE A

Intrusion Detection System Based on Improved Naive Bayesian Algorithm
WANG Hui' CHEN Hong-yu! LIU Shu-fen®

(School of Computer Science and Technology, Henan Polytechnic University, Jiaozuo 454000, China)?
(School of Computer Science and Technology, Jilin University, Changchun 130012, China)?

Abstract With increasing Internet connectivity and traffic volume, recent intrusion incidents have reemphasized the im-
portance of network intrusion detection system (IDS). According to the deficiency of the Naive Bayesian (NB) algo-
rithm, this paper proposed an improved NB algorithm. This algorithm based on the original model is combined with a
parameter of classification control. It can simplify the complexity of the classification of data and optimize the classifica-
tion accuracy by computed parameter values. The experimental results prove that the algorithm used in the intrusion de-

tection framework can drastically reduce the false alarm rate of IDS, thereby improve the detection efficiency and de-

crease economic damage brought by the cyber attack.
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WE#E Internet AP B fg B EMIG MBI K EE. R\
7i (Symantec) 5 T 1) B ) %2 42 g A A 1 50 58, A
2004 £EA7F] 2012 4F % B XTI AME R 5 B LA HAb &
RlfE B M4 AZE 5% B BT 1 900 £ 77 453 2 4y 6600 J7
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FHE R RRAE T, W] 7808 B i R A 4 B o IE &
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TEOL TR P8 S, S RIS 26 BB AS I H BT A A T
B, FZ SR UK T E M IER F4. RERHE G
FERANEE B 52 R BT BRI 2 ) 15 4
T S BB )12 R (False alarm rate) , R H & M iR KR
AR SRS R E R LB R A F LRI
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RIREH BE LITHIE i A 3 R BOR, B R 48 LRI S
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SR EFE, SEHRAE S UG RT Y NB Bk 3E47 L aeat A
AT AR MER 3R 5 1H L 4t NB B A B BT,

A 2 A T Naive Bayes [IA IS 56 3 R
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RIANE DU B, A8 T AR DL M7 7 2SR, FE i A
BREANERNRE LGP HITNEEGN LR F 4T
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T, et Xt R R EUE AR AE B P ML U , BEAS KR BE #13 T
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3. ARIER (D K@ TR B YIS AR ARV a; 19HE
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4. X3 ARIE NI A R E B R 2R s
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5. ARIEANE WM i 0 S RS BAEAR VY, JB T30
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6. R FRER R MR v JB FHAMS N5 ¢, A
<]<k)ﬂl“”%$: HP:(Pl 7P2 ,"'kavf),lﬁQﬁTfﬂ‘é/%%# f:
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FARET R A BFRBTHAIENN R C, BB
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TR B K G RMER MAP SR A M ¢
(V7,1<G<n) o (BZESERR Y v, AR IR] B 3 1982 m , ) Qi e 4k
JRYEREAR T S B AR R A AR A AR, 2 3 B
NBM H) 4 G0 BEEAEA FIRERE LS. I, 1%t B Ah
DU SRk I BB, AR SOR ZE AR AL Eemh BB AR M
fHEH, LIRFE NBC 1 43 2805 16 B I I B 4t o AIK I iR 43

s X AR B AR TR R B F A A (Y i, 1
<i<m) AR IF H HE M (Normal) Cy (N HH B BH 5%
E M (Anomaly) G; (V 7, 1<j<m) , K 2% A Uc={Cy,
G| AP(CO+P(CH =1}, EH EREBEFNE N AKX
A E HERER P(Cy |AD T PG | AD, (Y i,j, 1<G<j
<), B, URIETHE S B R K G RHEER MAP SREM
A P(C; |AD>P(Cn |AD » B HIAR T —Fh =4
FRY, AT . XA 2 U R HRAG R , TR B iR
2x il B A IR R ARE A BAE, NI —ERE ERRIET A
R AR B T BE Sy A e

R, A SCEE_EARBIL KR BB AR AR , 8 7
BESBUE O R — LM KOG BE . 08 2 e 0 B
45 NBC M 2830 R B BB ALSCR . B BN —4

., P(C; |AD . .
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A 2 (&) BYFEE AT LIS AT, Zad A S5 0 [ AR TR i
BU AT U o et 5 RABERE R /: (Uax [/ +D ]~
GBS ZARX B I BE . ARYEIEIE E BV AL G
PR imP(C; |AD) = ¢, BB IEE @, 24 In>N i, | P(C
|AD —a|<¢, Bl a— ¢ P(C; | AD)<a+¢ 5L, HH a—¢>0
H ot+¢<l. B/aRIETE IR f(Xp) BT LGS 5
AIEW Q1E , T AT LA s e B A JB TS —
5 G o Horp B BAESE 0 R ARHE LI &
Xt BRI P A ) B R A R
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X BGEEAT AR R E L. 5 IR, IDS Xt AR 44§ 10
SUIE— BT A » TANR DM H7 B IEE A T A5 E 1)
MRS, RUAEST X IDS BRI 5| AZE T NBC i
ANREMEAR R TE LGB .

BEXF B3R IR 7347 » AR SO B0 R 9 NBC iz FiE AR
R IAERY ) 7 FAEH v, S — R I ARAS I AR A9 4b 2,
AR A MG EINRES . FEAARSIIRE
Wi 2 FizR

ren
%3
4 A N
" — |maee ELIAE:
% [;i*;g] I P vy regiasn
ES ) oHEAE 2 3F #E
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W& EhR%:

@— Normal,DOS,
Probe,R2L,U2R
AN J

Ko P BUALHE:

HEHE B AL
~
%

B2 T NBC A ARG AR

RIERE 2 PR ARG A, 5B — I, § e e M
FEWMEBELAE T SHEAPEMHEN C BHMFPES U=
(AT, G| YV T € C) A<k<<m) AT E A IR IC BN S5
(Training set, TrS) A7l 45, K I ZREE hinic i i &2 24
AR AT AL B (B UL IR R , BB I T 3 b U 1
A 50T 1 Bk B BRI AT GE T AL, B R AR TR A T
S P(T, |G, (k=1,2,--,m BT HETF NBEE
W 532585 Classifier, MR BRI RE R —AF
B W2 S 1R, R DA W SE R AR A P 1 IR 28858 AT
R REEABIF TR . BB, B ek A4
(Test set, TeS) R H M & TR L IE T, 47552/
AEPECEAL) SRS IR SR — B BR B SE EESL 4P 9 NBC: (U,
=(T,, G WUy =(Ty, T, Ce )} FEAT A HIMIR , SR 5 8 5
WG R BB fee : Tu—>Ce s IER R A B SRR BIRICE
e, TS MBI X= (X, X, X,) W B S
513 Ce {(C;#0,1<j<n) | Normal, DOS, Probe, R2L,
U2R} , [F] B TR SR B AR 4 v 9 B508E , LA 68 56 25 A A 7Y
IR ERE . BEHEZR AR BT R A TrS A1 TeS v (9 348
BRI 3 2811 KDD Cup 1999 (KDD’ 99) A {24 il ¥ #2
£, ZEIRE NI R R R 56 /3 28 2R A vz fkBE A
TINAE ST o B XoF 96 2 T A2 2% 1 O 6% S50 00 K T ) o A 3 o
2, A B T80 # 4k (Discretization) FERAIE 1k & (Fea-
ture Selection) A B A, HBHRAC K H B2 (D MR KN
EEAR B ; (2) B BRITRFRE AN T B RRE R 4 L5 5
(3) BEATG RS} TR 1223 18] &2 24 BE , 32 15 4o 20 25 U1 2 3 B 0 4
BE . TiALHE 4R B AL AR AR R AT AR R 45
1, BX oy ARG T RR A 2R T .

4 KWHERESH

4.1 NERUHESE
A S HBEHE R F§ KDD Cup 1999 (KDD’ 99) A &4
BAREE , IR S v W B & N8 43« 7 JR s ) I 2R
e 114 -

PERAEALE 5000000 A~ P 48 % 290 5%, I T 19 2 J& A ] 49
VIRHE KR4 & 2000000 4N MILREREIL R . BA-MEERE
BiFRIE A IE # (Normal) B¢ 5% (Anomaly) , 5% JS 9% 40 4
g 4 RZEIL 39 FhBCE AL, Kb 22 R 25 20 B AE Y
SRR, A 17 MRS RA AR E S, 4 FEE
R R AR A2 B R 1 g, 3 2 v 3R S R 4% A
5 FPRAIRIC A H A K A3 IHE 10% KDD’ 99 AARAS 1 %

PEEEPFH) TrS 1 TeS IR IB I .
*£1 HHER
4 Mk RAHR 22 Frk kAR
DOS 95 4 JB A oK Ping-of-death, syn flood,
smurf etc,

R2L X B R AL KRB
UZR  RBA ARG P AT

Guess password
Buffer overflow
Attacks etc.
Port-scan

Probe 3 0 AR

Ping-sweep etc.

F 2 BHRAAE 10% KDD FdRE 57

K& Lk R 10% KDD 10% KDD
%A ! ) WhEMf  NEELA
Normal 97277 60592 19.69% 19.48%
DOS 391458 237594 79.24% 73.91%
R2L 1126 8606 0.23% 5.20%
U2R 52 70 0.01% 0.07%
Probe 4107 4166 0.83% 1.34%
Total 494020 311028 100% 100%
4.2 ZEERSH

RN BRPEE NI ET & I AN ERIERSE N Win-
dows XP,CPU §ii#%# 2. 3GHz, N7E R 4GB, 500G T #1764
23 8], i FE T E N MATLAB 8. 0, A {546 1 %542 42 0] 4 F |
i 10% KDD’99 AR MEEEE K TrS Al TeS AT
5, AN R SE I g5 SR 4 ik 3—3& 5 gl

F 3 BOERIE NBEBEKGIIR LR

Method Normal DOS R2L  U2R  Probe
Al;‘;‘giﬁ;fé&) 98.69 99.25 99.17 98.74 97.81
Alﬁﬂi‘ﬁfﬁfpﬁ% COT O 008 et 008
Ag‘r‘fi‘;‘za; 12]02) 96.28 95.87 92.12 93.85 94.74
Neiimps O 008 013 018 0.8

(D 3 MSERES R AT IS H . 25 Mol f5 /9 NB Bk
AL S ) NB B ¥ 78 X4 W % AR 24 (DOS, R2L, U2R,
Probe) 4328 1 R 3R (TR AR K R (FP) 7 I AF 2 A 1 8 1
g, B, ARSGE R R E S G A NBM F RS H RS
B FRAE ) 7 s SR B il o 2 K BE B W AT . B A0 R 3
A 4 AT B E B, Sl R 1 NB B L7 850R B
TR AT . 3 5, i FUIGEEARE R AR B
& s M RER A THR ZE A REZ B B b ZE /1N , B AR S e iE
BY:H BMESEIEMAY R, SEA YR E TS
AR,

F 4 OHUEXRIIRK M

0(BfE) 0.0 0.5 1.0 1.5 2.0 2.5 3.0
TR(%) 95.26 96.37 97.63 98.21 97.74 95.62 94.45
FP(%) 9.42 7.16 6.55 6.28 7.83 8.24 9.71




(DO MFE 4 Pt BB BRSSO BUE T AREEH,
Y 0 HHBHAR L (Y 0€[0,00)), TR 1 FP e Ak
B2 - EEE Ho) AEAE Lo, XFA
BT REEY 0 (B se s R BB RN R ES K. hE 5 Al
B e, AR SGE 3 15 A PR (A (RMED R R e S HME 0
& B A BUETEREI(Y 0€ [0. 5,2. 5, MM R EZ SIS 5
EFRA R V (ab) KA HBE 0 (R BGEE Z N .
RIGHEREN TS EREARES U, ={(Vo=(0.5,0.6,,2.5)
| fu} PARSES BT B £ {[Vie =(H(v) , L(v),) ]>Vy}
& R SR O =1. 5. B/FHEH A Ouw i
TEAARSCE B, TR H 5 T AR SCH 2k 9 ARG A 8 ) 5

#5 BFEMRITEIME R L

Method Accuracy(%)  Error Rate(%)
Improved Naive Bayes 98. 21 6.28
FFA (DD 97.83 7.72
L HEHL(SVM) 97.76 8.13
Naive Bayes 96. 95 9. 85
AT % W % (ANN) 94. 98 9.47
it 5 % (GA) 91. 64 8. 82

GO¥ACHE NB Bk 5 HEsKBEEEAREN
S EM T RGN L, R 5 MR REER AT LUIE B, 7
K& B (Accuracy) F451R % (Error Rate) 7711, Bt ik 5 H:
M5 AR TR RIRCR . B TE AL NB B 6
ERL SR T NBRE W, IS T BB R S 25 LA
b, R IAE ST 2T BE_E A B B3d T Naive Bayes 532575

BB Traditionai NI Algorithm(TR%)
EEER Improved NB Algorithm(TR%)
— T T

YW R TRO%)

Normal DOSs U2R Probe

R2L
F4 % 5l (Event)
B3 BGERTE NB B R R (TR B L

W Traditional NB_ Algorithm(FR%)
BBRES lmproved NB_Algorithm(FR%)
g ———

g4
& 0]
- 0
< o
0
13 :
Normal DOs R2L U2R Probe
E 4 KH (Event)

B4 WHERTE NB R B R R R (FP ) L

[ sz < i - uf]

1000 100
:50: S W\}iab')w/ﬂs
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# 965
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% g5 ™ L70 *
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B 5 sk 0 BUER oS

HRIE  AEERM G R TAE P B F 4, A
BT A IR —RIIAHEMAT I B — 1 HE, &
FANE DU 37 5 BRSPS R KA 3R DL
T e S B 4 2 28 (Classifien) 35 F B A SR £ A 24 vp 12
SEETITTHY . ARSCAE%E T RIA M — S 2 0 fUE AR, R4 X R
ARZAERT NB M T8 Yk, 8 8 T — M E TR
DMER NB SR . REBEARBNRES 5 AT Bikk
3 (Preprocessing) FIEHETZS 8 (DMD 55 2 0 (1) $ 8 A0 1 7 ¥
T I B RRAE 0 0 — 2P BRI, FEAIR T 42828 40 S B[] 2 2%
BEO(n) . fEMERN b, AR Pl it SLR MR T BefE
RVAESEL O s FF B WS ERAB T 4 LI BMA 72
MR, BESSEERNIEN, BT AR KR IDS MiRE Rk
KR REA, I HLAE 5 H B 4 B B 1 BB HAT L
B, R T AR LB m . (EARR B4 H 1
BRI R R T 25 18], 2645 9 TAE 24 v, anfal B I 44
WHLESEOF 5 HE R MR KT BT TS
A T B i — 2 4R T+ 228 X B 24 22738 1 I 4% S50 8 1 Tl
PERE , BEE T R IAF IR

2 % X M

[1] 2013 Internet Security Threat Report (Symantec. com [OL]. ht-
tp://www. symantec. com/security _ response/publications/
threatreport. jsp

[2] Govindarajan M,Chandrasekaran R M. Intrusion detection usin-
gneural based hybrid classification methods [J]. Computer Net-
works,2011,55(8):1662-1671

[3] Garcia-Teodoro P, Diaz-Verdejo J, Macid-Ferndndez G. Anoma-
ly-based network intrusion detection: Techniques, systems and
challenges [J]. Computers & Security,2009,28(1/2):18-28

[4] Mohammad M N, Sulaiman N, Muhsin O A. A novel intrusion
detection system by using intelligent data mining in weka envi-
ronment [ J]. Procedia Computer Science,2011,3(1):1237-1242

[5] Guinde N B,Ziavras S G. Efficient hardware support for pattern
matching in network intrusion detection [ J]. Computers
& Security,2010,29(7) : 756-769

[6] Bhuyan M H, Bhattacharyya D K, Kalita J K. Survey on Incre-
mental Approaches for Network Anomaly Detection [J]. Inter-
national Journal of Communication Networks and Information
Security,2011,3(3) :226-239

[7] Panda M, Abraham A, Patra M R. A Hybrid Intelligent Ap-
proach for Network Intrusion Detection [J]. Procedia Engineer-
ing,2012,30(1):1-9

(8] #aZN, BRHT , J7 k. WLR BN A3 A 5 DR SRR 48 ) A R A DI AR
BB T, BN S84, 2010,27(2) : 19-55

[9] #okde, 2= 7K, & T BB AU AR 20 1) A1 B 15 B =
SVM AR ER[T]. SHEHLRAE, 2012,39(12) : 76-86

[10] Li Lu,Zhang Guo-yin, Nie Jin-yuan. The Application of Genetic
Algorithm to Intrusion Detection in MP2P Network [J]. Lecture
Notes in Computer Science,2012,31(3):390-397

[11] Wang Gang, Hao Jin-xing,Ma Jian. A new approach to intrusio-
n detection using Artificial Neural Networks and fuzzy cluste-
ring [J]. Expert Systems with Applications, 2010, 37(9): 6225-
6232

[12] R4k, £ = AL, HLA B . 22T DR 2R 0 I ASURR 28 DL iS5 B 42 ik
T[] RN, 2011,38(2) 1 218-221

(F#% 119 7O

« 115 -



) TFRARE o 5458 BT —R BRI EZ —1ER
R BRI T —%8) W0 TR K HE We) oy i

QU K7k g Hora #rs WA 0<PLG*) = () ]<
1, )X AR/ (B BN AR B AE T — AT SR K A6 Wi g
Rl AT RE .

QU o =R p (B r 77 R BN , LR %L f
Xt TR — 4 R IR AT X 53 76 10 JB 4 SR AT f (R
P a@r DA f g s @), I G, FRXBAME
BERSHE T —FE R R A W N Rl 1

RBAR ARSI IESFARFA T 5 3 FB O, B LAMAR 8
AR G T A L Rl 1 T BB

HK BTEH & 5 ry X REE RS R RERZEM
R WYREAF PR T 9, ID (B A SRIA LA A SC a8 25 1y 7 = itk
ATCLRIF B A5 2L 2 b s B, AR ) ID IR H RBHSE
Wy, 3% LB 25 (6 BB R M G A SR SCaR L6 I E &
E S &t T IR R I, 7T UR T8N R —
AMB 4, ITAE metalD, ffij metalD=hash(ID) , 55 b 25 {8 B A
74 @ metalD BT r; FE.

Ao BEBGEEAE T — R B T BAE, R
FHEARFRREZZMBR T r WE, A EERNEE » 5
r’ij PAAMERIE O T B f# metalD, TiBEAS D] o BOME, MDA
BB BIAFE W &y 5 ry E, B EREEARZIFERE L
B0 XA T —MEIR, B r BE 20, BrLl, B
R —5 00 ' BB, B TARRH r REK 2K, me-
talD DMR B2, TiARZ M IDEEMERLN. FHik, E
WiIE W SSPT UMY BEEA A & et th B R % 2t

g5 BT, et B R 1 SSPT ML, BREEAR T SSP Y
2 A VEREZ A, G T T A O R 1 ) A R R, LA R
5 E %A, BT, SSPT MR %42,

ZRIE BEEF RFID BR H 2 2 T AR £
FEETE  REN KRR REID AR& P | % 4 3 X% B AR bR
ZHATHR, HH %4 RN RFID &8 RIMLESA
ERHAELE L, ACRBEXFPRLFTFE, B THRHIL
TP 5 B AT 28 A0 1 Rl 48 ) B, AT 4 ) R K A 1 R
REVEES | R & EMERR, K5, 7€ SSP M At |k,
XE TR Y RS B, Gk R I SSPT MR 4 b ik
T X —BRE THER T 2B BRI R .

2 % X
[17 FhRCH, XU, B3, 5 rIOkR) A ) S R B R B e i

[2] S, 22 20 SERF R RE R (7], #2440, 2003, 14(10)
1740-1752

[3] Tan C C, Sheng B, Li Q. Serverless search and authentication
protocols for RFID[C] //5th IEEE International Conference on
Pervasive Computing and Communications. New York: IEEE
Press, 2007 ; 24-29

[4] Ahamed S, Rahman F, Hoque E, et al. S*PR: secure serverless
search protocols for RFID[C] // International Conference on In-
formation Security and Assurance. Hawaii: IEEE Press, 2008
187-192

[5] KulsengL, YuZ, Wei Y. Lightweight secure search protocols for
low-cost RFID systems[C] // 29th International Conference on
Distributed Computing Systems. Washington: IEEE Press,
2009:40-48

(6] XP#%  Hels, & & . £40 RFD B RHP[T]. FLERF
2BE2i, 2009,8(5) : 78-81

(7] g, BAE. EHTHEH REFID R ILT] EhRE R
24 HARBHERR, 2011, 39(4) :56-59

[8] wvan Le T, Burmester M, Medeiros B. Universally composable
and forward secure RFID authentication and authenticated key
exchange[ C] // Proc. of the 2nd ACM Symposium on Informa-
tion, Computer and Communications Security. New York: ACM,
2007 :242-252

[9] Burmester M, van Le T,Medeiros B. Provably secure ubiquitous
systems: Universally composable RFID authentication protocols
[C]//Proc. of the 2nd International Conference on Security and
Privacy in Networks. Maryland: IEEE Press, 2006 : 176-186

[10] P77, Dk, FIF4E, %. RFID B & INEK )], &
1524, 2009,30(7) : 24-31

[11] Lee SM,Hwang Y J,Lee D H. Efficient authentication for low-
cost RFID systems[ C] // Proc. of the International Conference
on Computational Science and Its Applications (ICCSA2005).
Berlin; Springer-Verlag, 2005 619-627

[12] Canetti R. Universally composable security:a new paradigm for
cryptographic protocols[C] //42th IEEE Annual Symposium on
Foundations of Computer Science. Oakland: IEEE Press, 2001 ;
136-145

[13] Kurosawa K, Furukawa J. Universally composable undeniable
signature[ C] // Proc. of ICALP’ 08. Berlin: Springer-Verlag,
2008:524-535

[14] Canetti R, Herzog J. Universally composable symbolic analysis
of mutual authentication and key-exchange protocols[ C] // Theo-
ry of Cryptography Conference. Berlin: Springer-Verlag, 2006 .

(77, JERTlR e R 22245 , 2010, 33(3) : 1-9 380-403
(EEF 115 ®) 12-25

[13] Panda M,Patra M R. Network Intrusion Det-ection Using Naive
Bayes [J]. International Journal of Computer Science and Net-
work Security,2007,7(12) :258-263

[14] Farid D M, Harbi N,Rahman M Z. Combining Naive Bayes and
Decision Tree for Adaptive Intrusion Detection [J]. Internation-

al Journal of Network Security & Its Applications,2010,2(2);

[15] YT, B PR FHATAL AR B AN R DU T 2R BT, SHE LR
2 Hprgs 2012,6(10):912-918

[16] BRFAVGEAE, 84T, W00, ZER #T45/N 25 1A] LBk ¢ I AR E
ST SR, 2012, 32(1) £ 223-227

[17] WS, HIBSC, B BB, 4. —Fh T SO M AUE IR R AR B
BAREBH ], WEHLN S, 2012,29(3) :916-918

« 119 -



