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Abstract Software security analysis and vulnerability testing are one of the researching focus and difficulty in the soft-
ware engineering. People think highly of the software security testing using program analysis. This paper began with an
overview of the concepts of the software security testing, then detailed the popular methods of program analysis in soft-
wared security testing: fuzz testing, symbolic execution and automated whitebox fuzz test and compared them to each
other, finally gave an overview of the automated whitebox fuzz testing distributed system.
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1. void function(int a[4])
2.4
3. if(a[0]== 3){

4 if(a[1]== 4){

5 if(a[2]== ) {(BFE 1)
6 else{f2FE 2}

7. }

8 else{F2FEL 3}

9. }

10.  else{F2/FEL 4}

11.}
Bl RERF 1

2.2 HSHIT

S ATH! (Symbolic Execution) B A BAERE : IFF S
AR T AN B B A BRI P B A T 7

TR GERER 2 A T ¥k 5 R 22 R — 2 0 3 1 6
RO P HEATAI . UK S o DR P 4R i B R B BB A
AL REE R A R BAEE. TS AT e 4
AR ERAF S 2R BN BEE IR RREA
B % R h X SRS B BT U RIA .

T, LU 2 B B Y BOR UL AF 5 AT AR Ge il ik
AR .
1. int function(int a,int b,int ¢)
2.4
3. int x=a * b;
int y=b * c;
int z=x % y+ta;

return z;
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1. int function(int a[3])

2.4

3. int sum=0;

4, if(a[0]== 0) {sum++3;}
5. if(a[1]== 0) {sum++3;}
6. if(a[2]== 0) {sum++3;}
7. if(sum == 3) {error;}
}
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